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	Description and Person Specification
Academic/Professional Services Staff


	Job title:  Information Governance Officer	

Department: IT Services

Pay Band:  D (tbc)

Line Manager:  Chief Information Officer


	Role Purpose:

The University is committed to developing its enterprise data assets, expertise, and governance throughout the organisation.  The Information Governance Officer will lead this work reporting to the Chief Information Officer, ensuring legal compliance with relevant data protection legislation (including but not limited to UK GDPR, PCI-DSS and OfS requirements) driving improvements in compliance through our systems, frameworks, policies, and standards. They will support and operate in conjunction with university leadership, data owners and data stewards whilst contributing to the strategic effort on promoting the benefits of a data-enabled culture within the University. 

The Information Governance Officer also takes responsibility for Freedom of Information Requests and Data Subject Access Requests on behalf of the institution. 


	Duties and Responsibilities:

1. Responsible for developing university wide polices and ensuring compliance with relevant data protection regulations. Responsible for institutional data protection standards, policies and procedures are in place with appropriate monitoring.

2. Responsible for the adoption of best practise across the organisation by leading, promoting and exploiting data, specifically leading cross cutting work in the following areas:
a. Ensuring institutional policies, procedures and asset registers are up to date
b. Promotes a culture change in relation to data governance, ownership, and stewardship
c. Leads the development and implementation of data quality standards and procedures to ensure the accuracy, completeness, and reliability of university data
d. Working with senior stakeholders to establish data quality metrics and monitor ongoing data quality improvements.
e. Supporting ongoing and future projects, defining the standards for data control and quality
f. Leads periodic audits of departmental data and information polices ensuring regulatory, institutional and departmental compliance. 

3.	Works with key stakeholders, data stewards to create, maintain and enhance institutional frameworks and principles to ensure a consistent and appropriate approach to information governance and management that support informed decision making.  

4.	Provides expert information and data governance advice to the CIO including but not limited to the following areas:

a. Risk reduction through establishing operational controls / guidelines / frameworks / protocols / audits.
b. Actively promotes the drive to culture change in relation to data driven behaviours that will be critical in meeting many of the University’s strategic objectives.
c. Acts as the institutional lead for all internal and external data privacy requests, 


5.	Ensures the integrity and continuity of the University’s core data assets and data artifacts, in respect of quality control and transparency throughout the data lifecycle from record generation to subsequent disposal or archival. 

6.	Provides expert advice for Data Owners and Data Stewards with supporting their interpretation and use of policies, standards, and principles to enable them to both exploit and protect data resources appropriately.

7.	Oversees the delivery of knowledge and new skills for the University to build on the institutional capability that is data asset management.

8.	On an ongoing basis, take joint decisions with and provide expert advice and guidance to the CIO, University Executive and Committees in order to facilitate their decision making in areas of specialist knowledge as described above.

9.	Represent the Information Governance function on behalf of the CIO on relevant committees and programmes where appropriate and keep abreast of relevant development in the sector.





	Key working relationships (i.e. titles of roles, both internally and externally, with which this role holder interacts on a regular basis):

Chief Information Officer
University Executive Team
IT Leadership Team
Planning Team
All Data Owners and Stewards






	Resources Managed 
Budgets: 0 
Staff: 0
Other: (e.g. equipment; space)



	Knowledge and Experience

	Essential
	Desirable

	  Education

A first degree or equivalent experience


Further data protection, information governance or legal qualifications. 
	
X










	




X





	
 Higher Education Sector Knowledge

 Previous experience in an Higher Education or related setting. 


 


 Prior experience of Information Governance and Data Protection 
 in a higher education setting
	


X







	









X

	
Specialist knowledge and experience

Knowledge of the legal and regulatory framework governing data    protection, freedom of information and records management

Experience in a team responsible for compliance with the Data Protection Legislation

Experience of responding to Freedom of Information and Environmental Information Regulation requests

Experience of reviewing Data Protection Impact Assessments and 
recommending risk mitigations 

Experience of applying the Data Protection Legislation to real world 
scenarios, including handling third party data requests, applying 
exemptions, and considering of risks to individuals’ rights and freedoms 

Experience of reviewing and drafting Privacy Notices, Data Sharing and 
Processing Agreements and related materials 

Experience of data breach investigation, considering risks to individuals’ rights and freedoms

The ability to pragmatically apply the Data Protection Legislation to real world scenarios in a Higher Education setting 

The ability to recognise where exemptions to the Data Protection and Information Management Legislation may apply and to consider if and how those exemptions should be engaged

The ability to review and draft Data Sharing Agreements and Data Processing Agreements, and data protection clauses in other Agreements

The ability to review and draft Privacy Notices



	




X



X



X



X




X




X

















X




X


X





X
	



















X


X


X












	Core Personal skills abilities and behaviours
	Essential
	Desirable

	

The ability to learn new skills and acquire new knowledge quickly 

The ability to prioritise own work in the context of the team or to escalate delivery risks in a timely manner

The ability to work independently and deliver work of an appropriate standard within agreed timeframes 

IT skills across multiple types of software including O365 and Adobe



	

       X



X



X




X
	

	Equality, Diversity & Inclusion

Demonstrates Ravensbourne’s commitment to equality, diversity and inclusion

	

X
	

	Communication  

Excellent written and verbal communication skills

Ability to present to diverse groups of stakeholders

	

X

X

	

	Organisational Values

Demonstrates Ravensbourne’s cultural values of Connection, Dynamism, Inclusion and Professionalism.

	

X
	



Our Values
Connection: We value what happens together and we collaborate to achieve our collective goals.
Dynamism: We embrace every opportunity to adapt and optimise.
Inclusion: We celebrate our diversity, and we embrace difference as a source of strength. 
Professionalism: We aim for quality in everything we do and take pride in our work.
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